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INOJIO’)KEHHUE
10 OPraHU3allHH H NPOBeJeHHI0 paboT Nno obecrneyeHHI0 6€30NaACHOCTH
NepCOHAJbHBIX JAHHBIX MPH HX 00paboTke B HHPOPMAUHOHHBIX CHCTEMAX

NEePCOHAIBLHBIX JAHHBIX
MBOY COLI Ne 144 r.o. Camapa

Hacrosimee Ilonoxenue paspaboraHo B cooTBeTcTBUU ¢ DenepaibHbIM
3akonoM ot 27 wmrong 2006 roma Ne 152-@3 «O mnepcoHANBHBIX JAaHHBIX,
nocraHoBiienueM [IpaBurenscTBa Poccuiickoit @enepauuu ot 1 HosOps 2012 r. Ne
1119 «O06 yrBepxaeHun TpeOOBaHMH K 3alllUTe NEPCOHAIBHBIX AAHHBIX TPH HX
o0OpaboTke B  MH(POPMALMOHHBIX  CHUCT€MaX  [EPCOHAIBHBIX  JAHHBIXY,
HopmatuBHbIMU JToKyMeHTaMd PCTOK m @CBH Poccum ¢ nensio obecriedeHus
3aIIUTHI TPaB U CBOOOJ rpakaaH IpU oOpaboTKe MX MEePCOHAIBHBIX JAHHBIX B
MH(OPMALMOHHBIX CUCTEMaX IePCOHAIBHBIX JaHHBIX.

Jns ueneit Hactosiuiero I[TonoxeHust NPUMEHSIOTCS CIIeLyIOLIMEe TEPMUHbBI U
ornpeJeNeHusI:

IMepconanbHblie qaHHble — mo0as WH(OpMalMs, OTHOCSLIAACA K NPSIMO
WIM KOCBEHHO OIpEAEeHHOMY WIH OIpeAeisieMoMy (H3HYECKOMY JIMILY
(cyOBeKTy nmepcoHaNBHBIX JaHHBIX).

Onepartop IlepcoHaabHBIX AAHHBIX - MyHuuunambsHoe
o61eo6pasoBarelibHOe y4YpexJeH’e cpeiHss obmeobpazoBaTenbHas wmkona Ne
144 ropoxackoro okpyra Camapa (nmanee Illkona) — rocynapcTBEHHBIH Opra,
MYyHHUIMIIAIBHBIA OpraH, IOpHIMYEcKOoe WM (HU3MYECKOe JIMLO, CAMOCTOSITENIbHO
WM COBMECTHO C JAPYIMMH JIMIaMU OPTaHM3YIOIME M (MJIM) OCYILECTBIISIONIEe
06paboTKy NepCOHANBHBIX NAHHBIX, a TaKXe ONpeJeNsolye Lenu o0paboTku
NEepCOHABHBIX JaHHBIX, COCTaB MEPCOHATBHBIX NaHHBIX, OJUIeXKAIIHX 00paboTke,
NeicTBHS (Onepalyu), CoBepLIaeMble C NEPCOHAIBLHBIMU JaHHBIMH.

HUnpopManHoHHasi CHCTeMAa NEepPCOHANbHBLIX JAHHBIX — COBOKYIHOCTbH
cojiepXkalnuxcs B 0a3ax JaHHBIX NMEPCOHANBHBIX JaHHBIX W 00eCIeYHBAIOIINX HX
06paboTKy MH(GOPMALIMOHHBIX TEXHOJIOTHI K TEXHUYECKUX CPE/ICTB.

Texunyeckne cpeacrtBa HHGOPMAUHOHHOH CHCTEMbI MEPCOHAJIBHBIX
JAHHBIX —  CpPEICTBAa  BBIYMCIHMTENBHOW  TEXHHKH,  HH(POPMALHOHHO-
BBIYMCIIUTEbHbIE KOMIUIEKCHI M CETH, CPEJICTBA U CHCTEMBI Iepejiaiy, npuemMa u
06paboTKM IepCOHATBHBIX JaHHBIX (CpeicTBa M CHUCTEMbl  3BYKO3AIHCH,



3BYKOBOCIIPOU3BEIEHHS, NIEPEeroBOpHbIE U TEIEeBU3HOHHBIE YCTPOMCTBA, CpEACTBa
W3rOTOBJICHHSI, TUPAKUPOBAHUS NOKYMEHTOB M JApYyrHe TeXHUYeCKHe CpelcTBa
06paboTku peueBol, rpadudeckoi, Buneo- U OyKkBeHHO-IIU(PPOBOH HH(MOPMAIIMH),
nporpaMMHBbIE Cpe/icTBa (OIepaluOHHbIE CUCTEMBI, CUCTEMBI YIIpaBJIeHus 6a3amu
NaHHBIX ® T.1.), CpeACTBa 3amMThl WHGOpPMALMH, TpUMEHsSEMble B
UH()OPMAILMOHHBIX CHCTEMaX.

IMosb30oBaTe/ib HH(POPMALMOHHONH CHCTEMbI MEPCOHAJBHBIX JAHHBIX —
JIMIO, YydYacTByioumiee B (YHKIMOHHPOBAHUM HH(POPMALMOHHONW CHCTEMbI
NepPCOHAJIBHBIX JJAHHBIX WJIM MCIIOJB3YIOIIee pe3yabTaThl €€ (QyHKIMOHHPOBaHHUS.

IlpaBuia pasrpaHHYeHHsi JOCTYNa K HHGOPMAaNMOHHBLIM CHCTEMaM
NEePCOHAJbHBIX JAHHBIX — COBOKYIHOCTh NPaBHUJI, PETIaMEHTUPYIOIIUX IIpaBa
JIoCTyIa cyObeKTOB JOCTyNa K 00BbeKTaM JOCTyma.

O6paGoTka nepcoHAJBbHBIX AaHHBIX — JH000e JelcTBHE (Oomepanus) Wi
COBOKYITHOCTh IEWUCTBHI (Omeparyii), COBEpIIAEMBIX C HUCIIOJIL30BAHUEM CPEJICTB
aBTOMaTH3alMd Wik 0e3 HCIOJB30BaHUS TAaKUX CPEACTB C IEPCOHAIBHBIMU
JIAaHHBIMH, BKJIOYas cOOp, 3amuch, CHUCTEMATU3alMIO, HAKOIUIEHHE, XpaHEHWeE,
yrouHeHHe (OOHOBIEHHE, HU3MEHEHHE), M3BJIE€YEHHE, HCIIOJIb30BaHUE, Mepenady
(pacmpocTpaHeHne, MpPeJOCTaBlIeHUe, JOCTyM), o0e3nuuuBaHue, OJOKHpOBaHHUE,
yIaneHne, yHUYTOXKEHUE IePCOHATBHBIX JaHHBIX.

PacnpocrpaHeHHe NepCOHATBHBIX JaHHBIX — JIEWCTBUS, HAIPaBJIeHHbIE HA
PacKphITHE IePCOHATBHBIX JIAHHBIX HEONPEAETIEHHOMY KpYTY JIHLL.

IlpeaocTaBiieHHe MEPCOHANLHBIX JAHHBIX — IEHCTBHsI, HANPABICHHbIC HA
PacKphITHE MEPCOHANBHBIX JAHHBIX ONpEJENeHHOMY JIMIy WM OIpe/ieleHHOMY
KpYyTy JIULL.

BoKHpOBaHHEe NEPCOHAJBHBIX NAHHBIX — BPEMEHHOC IpEeKpalleHue
06paboTKM TIepCOHATBHBIX NAHHBIX (32 MCKIIOYEHHEM ClTydaeB, eciu obpaboTka
HeoOXoquMa ISl yTOYHEHHUS! IEPCOHANIBHBIX JAHHBIX).

VYHHUYTOKeHHE NEepPCOHAJBHBIX AAHHBIX — JIEHCTBHs, B pe3yibTare
KOTOPBIX CTAQHOBHTCSI HEBO3MOXXHBIM BOCCTaHOBHUTH COJEp)KaHHWE MEePCOHAIbHbIX
JIaHHBIX B HMH(OPMALMOHHOM CHCTeMe IIePCOHATBHBIX [aHHBIX M (WIK) B
pe3yJbTaTe KOTOPBIX YHHMUYTOXAIOTCS MaTepHalibHble HOCHTENM IepPCOHAbHbIX
JTAaHHBIX.

OGe3HUMBaHHE MNEPCOHAJBHBIX AAHHBIX — JIEACTBHS, B pe3ylbraTe
KOTOPBIX CTaHOBUTCS HEBO3MOXHBIM 0€3 HCIONb30BaHMs JOMNONHUTENbHOH
MH(OPMALYHU ONPEIETUTh IPUHAIEKHOCT IEPCOHATIBHBIX TAHHBIX KOHKPETHOMY
CyOBEKTY NepCOHAIBHBIX JaHHBIX.

Kon(uaeHnnaIbHOCTh NMEePCOHATBHBIX AaHHbIX — OnepaTopbl U HHbIE
JIMIA, TIONYYMBIIHME AOCTYI K IEPCOHANBHBIM JaHHBIM, 00s3aHbl HE PaCKphIBaTh
TPEeTHMM JIMIIAM M HEe DaCIpOCTPaHATh TEpCOHANbHbIE JaHHbIE Oe€3 coryacus
cyObeKTa MepCOHANBHBIX JaHHBIX, €CJIH MHOe He NPEeJyCMOTPEHO GbenepanbHBIM
3aKOHOM.



TpancrpannyHasi mnepejadya MNepCcOHAJBLHBIX [JaHHBIX — I[epenavya
NEPCOHAJIBHBIX JaHHBIX Ha TEPPUTOPHUIO HMHOCTPAHHOIO TOCyAapcTBa OpraHy
BJIAaCTH HHOCTPAHHOTO TrOCYAApCTBa, HWHOCTPAHHOMY (HU3UUYECKOMY JIUIly WIH
WHOCTPAHHOMY IOPHUIUYECKOMY JIMILY.

HecaHKIHOHHPOBAHHBIH J0CTYN (HeCAHKIHOHHPOBAHHbBIE NeHCTBHA) K
HHPOPMALMOHHBIM CHCTEMaM MEepPCOHAJBHBIX [JaHHBIX — JIOCTYIl K
uHboOpMaIMK WA JeHCTBUS ¢ HHpOpMamMed, Hapyllalolye IIpaBHia
pasrpaHUyYeHus] JOCTyIla, B TOM 4YHUCJI€ C HCIOJB30BaHHMEM IUTATHBIX CPEJICTB,
IpeoCTaBIseMbIX HH()OPMAIIMOHHBIMA CHCTEMAMH IIEPCOHAJIBHBIX JaHHBIX.

3amuTa HHPOpMANMH — KOMIUIEKC OpraHM3allMOHHO-TEXHHUYECKHX
MEPONPUATUN, HANpaBICHHBIX Ha TMPENOTBPALUEHUE IIOTEPU, HCKAKEHHS WU
HECaHKLIMOHUPOBAHHOT'O JOCTYIA K JAHHBIM, IIPY 3TOM IIPElyCMaTPHBAETC:

— pa3rpaHUYEHHE MOJHOMOYMN JOCTYIIA K JaHHBIM;

— aBTOpH3alUs, KOHTPOIb M y4eT NEeHCTBHH C NaHHBIMU (perucrpanus

COOBITHIA);

— KOHTPOJIb KOIUPOBaHHMS, I€4aTH, OOMEHa JaHHBIMU I10 KaHaJlaM CBS3H;

— MeXCeTeBOe SKPaHUPOBAaHUE U 3allUTa OT BUPYCOB;

— yd4eT BHEIIHUX HOCHTEJIeH NaHHBIX;

— pe3epBHOE KOITMPOBAHUE / BOCCTAHOBJIEHUE NAHHBIX;

— pa3zenbHOe XpaHEHHME HOCUTENIEH NaHHBIX C PE3ePBHBIMU KOIHUSIMU;

— KOHTPOJIb JOCTYTIa B [IOMEILEHNs U K KOMITBIOTEpaM;

— NpUMEHEHHe YCTPOHCTB HICHTU(PHKALMH II0JIb30BaTeNel IS JOCTyTa.

1 O0mHe NoJ10KEeHHs

HacrosimuMm IlosoxeHHEM OIpeneNseTcss CTPYKTypa M COCTaBJISIOIIUE
6e30macHOCTH WH(OpMALUH B HHPOPMALHOHHON CUCTEME MEPCOHATBHBIX NaHHBIX
paGOTHHKOB U 00YYarOLIMXCH.

O6GecrieueHue 6e30MacHOCTH NepcoHaNbHBIX MAaHHbIX ([1[H) npu ux
06paboTke B aBTOMATH3HPOBAHHBIX CUCTeMax (MHGOPMALMOHHBIX CHCTEMax
nepconanpHbix gaHHBIX — MCIIJIH) mocturaercs TMyTeM — HCKIIIOYEHHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHC]IE CIy4aiHOro, AOCTyna K NepCOHANBHBIM
JIaHHBIM, PpE3yJbTATOM KOTOPOrO MOXET CTaTh YHHYTOXEHHE, H3MEHEHHE,
6JI0KMpOBaHKe, KOMMUPOBAHUE, PACIIPOCTPAHEHHE TTEPCOHANBHBIX TaHHBIX, a TAKXe
WHBIE HECAaHKIIHOHUPOBAHHBIE IEHCTBHS.

Meponpustust 10 obecredenuto 6esonacHoctu [1/ln popmynupyrores Ha
OCHOBAaHHMH aHAJW3a THINA aKTyaJlbHBIX YIpo3 M YPOBHEH 3allHILICHHOCTH
NMepCcOHANbHBIX HaHHBIX, oOpabateiBaembix B WICIIJIH ¢ y4eToM BO3MOXHOIO
BO3HUKHOBEHHsl yrpo3 0€30IaCHOCTH JKM3HEHHO Ba)XHBIM HHTEpECaM JIMYHOCTH,
ob1mecTBa 1 rocy1apcTBa.

O6ecneuenue Oe3zonacHoctd IT/IH ocylecTBISETCS ITYyTEM BBINOIHEHUS
Tpe6opanuii mo obecredeHHIO GEe30MacHOCTH NEPCOHANbHBIX NAHHBIX NpHU HX
06paboTke B WH(POPMAIMOHHBIX CHCTEMax IEPCOHANBHBIX NaHHBIX [IIkosns!



(ITpunoxenue Ne 1).

CrpykTypa, coctaB U ocHoBHbIe ¢yHkuuu C3I1/[H onpenensioTcs HCXOs U3
aHaIM3a TUIA AKTYaIbHBIX Yrpo3 M YPOBHEH 3alIMIEHHOCTH MEPCOHAIBHBIX
naHHbIX, 00pabaTeiBaeMbix B UCI1/{a. C3I1/1H BKIIO9aeT opraHu3aliOHHbIE MEpEbI
U TEXHHYECKHE CpeACTBa 3alluThl WHGopManuu (B TOM YHuCie IH(pPOBAIbHbIE
(xpunTorpadpuyueckue) CpeICTBa, cpencTaa npeJoTBpalleHUs
HECAaHKIIHOHUPOBAHHOIO JOCTyIa, YTEYKH HMHGOpPMALUH 10 TEXHUYECKHM
KaHajlaM, NpPOrpaMMHO-TEXHUYECKUX BO3JIEHCTBHIA Ha TEXHHYECKHUE CpEeICTBa
obpaborku II/lH), a Take HcHoib3yeMble B HH(POPMALMOHHONW CHCTEME
HH(OPMAI[HOHHBIE TEXHOJIOTHH.

ITon opranuzanueit obecneyenus 6e3onacHoctu I1/IH npu ux obpabotke B
UCII[Ix nonumaercss (GOpMHpPOBaHHE COBOKYITHOCTH OCYILECTBISIEMBIX Ha BCEX
crapusx xu3zHeHHoro nukina VMCIIJIH cornacoBaHHBIX MO LENH, 3a7jauaM, MECTy U
BpPEMEHH MEPONPUSATUMN, HAlIPAaBIEHHbIX HA NPENOTBpAllleHHe (HeUTpaIu3aluio) u
napupoBanue yrpo3 OesomacHoct [IJ/ln B MCII[IH; Ha BoccTaHOBIEHHUE
HopManbHOrO (QyHkuuonupoBanus WCII[IH mocne HeWTpanu3auuu yrpossl, C
LEJII0 MHHAMM3AIUH KaK HENOCPEACTBEHHOI0, TaK U OMOCPEAOBAaHHOIO yiiepba
OT BO3MOXXHOM peayiu3aliu TakKuxX yrpos. '

MeponpusTus no odbecrnieyeHno 6€30MaCHOCTH NEPCOHANBHBIX JAHHBIX NPH
ux obpabotke B UCIT/IH BKIO4aroT B cedsi:

a) onpezielieHHe Yrpo3 Oe30MacHOCTH IePCOHANBHBIX JaHHBIX IpPU HX
obpaboTke, popMUpPOBaHHUE HA UX OCHOBE MOJIEIIU yIPO3;

0) pa3paboTKy Ha OCHOBE MoAenH yYrpo3 cucrembl 3amurtel I1/]H,
obecrnieynBaroIell HEWTpAIH3AHI0 HpPEIojaraéMblX yrpo3 ¢ HCIIOJIb30BaHHEM
METOJ0B U crocoboB 3amuthl [1/IH, mpexyCMOTPEHHBIX I COOTBETCTBYIOLIETO
YPOBHS 3alMIEHHOCTH HH()OPMAIHOHHBIX CUCTEM;

B) MPOBEPKY FOTOBHOCTU CPEJCTB 3aLIUTHl HHOOPMALMHU K MCIOJIB30BAHHUIO
C COCTaBJICHHEM 3aKJIFOUYEHHUI O BO3MOXHOCTH MX 3KCILTyaTalllH;

r) yCTAaHOBKY M BBOJ B OKCIUTyaTallMI0 pPa3pellEHHBIX JIMIEH3MOHHBIX
CpeACTB 3auMThl HHGOPMAIMM B COOTBETCTBHM C OKCIUIyaTAlMOHHOW H
TEXHUYECKOM JOKyMEHTALMEH;

n) oOy4yeHue JIML, WCIONB3YIOINX CpEACTBAa 3allUThl HMH(OpMaLHy,
NpUMeHsieMble B HH)OPMALMOHHBIX CHCTEMAX, PaBHIaM paboThl ¢ HUMH;

€) y4eT INPUMEHSEMBIX CPEJCTB 3aIlUThl MH(GOpPMALMHM, SKCILTYyaTallMOHHOM
¥ TEXHHYECKO# JJOKYMEHTAIIMH K HUM, HOCUTEJIEH NepCOHAIbHBIX JaHHBIX;

) ydeT JIUL, AOMyIIeHHBIX K pabote ¢ I1/[H B HHGOPMaIMOHHOH CHCTEME;

3) KOHTPOJIb HaJl COOJIIOZEHUEM YCIIOBHM HCIIOIB30BAHUS CPEJCTB 3aAlUTHI
MHOOpMALIMK,  NPELYCMOTPEHHBIX  OSKCIUTyaTAalAOHHOH W TEXHUYECKOH
JIOKyMEHTAaL1en;



1) pa30MpaTeNbCTBO M COCTABIIEHHE 3aKIIIOYeHUH N0 (pakTaM HeCOOIIOIeHUS
YCIIOBUH XpaHEHUsI HOCUTENIed MepCOHANBHBIX NaHHBIX, MCIIOJB30BaHMS CPEJICTB
3alMThl  UHGOpMAlMH, KOTOpPble  MOTYT IPUBECTH K  HapyLICHHUIO
koHQuaeHuuansHocTH IIJIH MaM AOpyrMM HapylIeHWUsM, NPHUBOIAIIMM K
CHIDKEHHMIO ypoBHs 3amuiueHHocTd I[I/lH, pa3paboTKy W mNpHHSATHE Mep IO
NPeIOTBPALIEHUIO BOZMOXXHBIX OITACHBIX MTOCIEICTBUM MONOOHBIX HApyILICHHI;

K) ONHUCaHWE CHCTEMBI 3aLUTHI IEPCOHABHBIX JaHHBIX.

TexHudyeckre W TpPOrpaMMHBIE CpPEACTBa JOJDKHBI  yJIOBJIETBOPSTH
yCTaHAaBJIMBa€MbIM B COOTBETCTBHM C 3aKOHOJATENLCTBOM  Poccuiickoi
®enepanuu TpeGOBaHUAM, 00ECIIEYHBAIOIIUM 3aLIUTY HHPOPMALUH.

Jlis  obecneyenuss OGesomacHoct IIJlH mpm ux oOpabotke B
WH()OPMALIMOHHBIX CHCTEMAaxX OCYLIECTBISETCS 3alllUTa pedyeBOil MHGOpPMalUU H
uHpopmanuy, oOpabaTbiBaeMON  TEXHHYECKMMH CpEICTBaMH, a  TaKKe
uHpOpMallUK, TPEACTaBICHHOW B BHIAE HHOOPMATUBHBIX JJIEKTPHYECKUX
CUTHAJIOB, (PU3MYECKHX TOJIeH, HocuTenel Ha OyMaXKHOH, MarHUTHOH, MarHMTHO-
OINTUYECKON U HUHOU OCHOBE.

ITo crpyktype UCIT/lH, Ha KOTOpBIE HAaNIpABlIEHA peanu3als MeponpusITHIA
IO 3aIIUTE, BHIEISIOTCS ClIEAYIOIUE KIIacChl yrpo3: '

— yrpossl GesomacHoctu ITJIH, obpabatsiBaembix B MCIIJIn Ha OGase

aBTOMAaTH3HPOBAHHOI'0 paboyvero Mecra;

— yrposbl GezomacHoctu IIJIH, o6pabarsiBaembix B MCIIIn Ha OGase
JIOKQJILHBIX HHPOPMALIMOHHBIX CHCTEM;

— yrpo3sl, peanusyembie B UCII/IH npy uX MOAKIIIOYEHHUH K CETSIM CBSI3U
0011ero noyib30BaHuUs.

Jins obecnedyenuss Gesomacmoctu IIJ[ln mpu ux obpabotke B

WH(GOPMALIMOHHBIX CHCTEMaX IPOBOATC:

— obcnenoBanue U opopMIIEHHE NOKYMEHTa O THUIIE aKTyallbHBIX yIpo3 H
ypOBHEH 3alMIEHHOCTH MEePCOHANBHBIX JaHHBIX, 06pabaThiBaeMbIX B
WCII/la, ompeneneHue cnocobOB M COCTaBa CPEACTB  3ALIUTHI
uapopmaun (C3U), paspaGoTka Texnmueckoro 3ananus (T3) Ha
co3/laHMe KOMIUIEKCHOM CHCTEMBI 3aIlUThl MH(GOpMALMK, B TOM YHUCIIe
pa3paboTKa MOJIENIH yrpo3, IPOEKTUPOBAHHE;

— BBOJ B AKCIUTyaTallMiO — 3aKylKa H WHCTAUIALHS CEPTUPUINPOBAHHBIX
C3U, obydeHune mepcoHala, H3JaHue NPUKa30B O JOIyCKe NepcoHala U
pernameHToB 00paboTKH KOH(HIEHIMANEHON HH(POPMALIHH.



2 Ilesn obecneyenns HHPpoOpManHOHHO# Ge30MacHOCTH

Crparerndyeckoid nensio obecnedyeHuss Oe30macHOCTH HWHPOpPMALMH B
UCIT[ln siBisieTcs 3aIiyUTa HHTEPECOB CyOBhEKTOB MH(GOPMAIIMOHHBIX OTHOLIEHUH.
JlaHHast 1eNb JOCTUTAETCs OCPEICTBOM ITOCTOSTHHOTO TNOJIEP)KaHHsI ClIeAyIOIUX
CBOMCTB MH(OpMALIMHU B Mpolecce ee 00paboTKH, XpaHEHHUs U NIepeadn:

— IEJIOCTHOCTH HH(pOpMaIHH;

— JocTymHOCTH oOpabaTsiBaeMoi MHGOpMALUH IS 3apEerHCTPHPOBAaHHBIX

NIOJIB30BaTeNeH;
— KOH(pUIEHIMATFHOCTH HHPOPMALHH.

3 O0BeKT 3a1UThI

OOBEKTOM 3aIUTHl SBJISETCS HH()OPMAIMOHHAsE CHCTEMa IE€PCOHAIBHBIX
JIAHHBIX PaOOTHHUKOB U 00y4alOIIUXCS:

a) MHdopManioHHbIe pecypChl:

— mepcoHaJbHbIE JaHHBIE pPabOTHUKOB M oOOydaromuxcs (HCXoqHas
uH(popMarys, HHGOpMaLHOHHbIE 6a3bl JaHHBIX);

— HWHCTpyMeHTalbHas uH(popMaims (mporpaMMHoe obecredeHue), ¢
IOMOIIBIO KOTOpPOH oOpabaThiBaeTcs, XpaHHUTCA M Iepelaercs
unpopmanus I1/1x; .

0) TexHu4yeckue HWHPOpMalMOHHbIE cUCTeMbl U cpexactBa Illkonbl, B

KOTOPBIX 00pabarsiBaeTCs, XpaHUTCA U nepenaercs vHpopmanus [1/1x;
B) nomenieHuss  o6bektoB  Ilkonel, B  KOTOpBIX  pa3sMellaroTcs

MHQOPMallHOHHbIE  pecypcsl, M oOpabaTkiBaeTcsi — KOHOHAEHUHAIbHAs
WH(pOpMaLus;
I') TEXHUYECKUe CHUCTEMBI Ku3HEeOoOeCIIeYeHuUsI, SJIEKTPOIIUTAHMUSI,

MPOBOJHOTO BEI[AHWS, OXPAHHOH CHTHaIM3anuM, OOecreYnBaOe M
pasmeraemsie coBMecTHO ¢ obopynosanrem UCIT/IH.

KpUTHYHBIME CBOMCTBAMHU OOBEKTA 3ALMTHI SBJISIOTCS:

a) BO3MOXKHOCTD pa3pyIleHHs WM NOBPEXICHH] HHPOPMALMOHHBIX CUCTEM
IIEPCOHAJIBHBIX JAHHBIX B pe3yJbTaTe M0XKapa, 3aTOILUICHHs], aBapHU WHKEHEPHBIX
CHCTEM XU3HeoOecTIeYeHus;

6) BOBMO)KHOCTh ~ TpEeKpallleHHs  WIM  HapylmleHHs  HOpPMaJlbHOIo
ynxumonupoBanuss HCII[IH B pesynbrarte MOBPEXIEHHUS OTACNBHBIX HX
3JIEMEHTOB;

B) HECAHKI[MOHUPOBAHHAsl JOCTYHOCTh MH(OpMalWH, BBIPAXAIOLWIAACH B
BO3MOKHOCTH:

— HeNOCPEJICTBEHHOr0 JOCTyHma K HHGMOpMalyuy, HaXojdilencs Ia
MepBMYHOM WM BTODHYHOM HOCHTeNe, B TPAHCIOPTHOH cpene
nepenayd; BO3IEHCTBHS Ha HOCUTENb WM TPAHCIOPTHYIO Cpeay ¢
LeNbI0  MEpIIOCTPALlH, OTYYX/JIECHHs, KONHMPOBAaHUSA, H3MEHEHUS,
MOZMEHbI U YHUYTOXKEHHs HHPOpMaIHH,;



OpsAMOr0 MM KOCBEHHOro nocryma k oGopynoBanuio WCITH u
TPaHCIIOPTHOM cpelle mnepefiaud C LeNbl0 NOJIY4YeHHs MOOCTyma K
uHpopManyy (HECAaHKIIMOHUPOBAHHBIM TOCTYII);

nepexBaTa pe4eBoi HH(GOPMAIMHU 110 aKyCTHYECKMM M JPYTHM KaHajlaM
yTeuKH (MOACIYyLIHBAHHE).

4 CyobexTbl HHPOPMANHOHHBIX OTHOLIEHH i

4.1 Cy0ObexkramMu HHGOPMAIMOHHBIX OTHOLIEHUH SABJISIIOTCS:

PaboTHuku (cyOBexTsl) — GU3NYECKHE JIUIA, COCTOSIINE B TPYIAOBBIX H
MHBIX IPaXXIaHCKO-TIPaBOBBIX OTHOLIEHUsIX ¢ I1Ikonoii-onepaTopom;
OO6yuaromuecs (CyObeKThl EPCOHAIBHBIX JAHHBIX) - (PU3UUECKHUE JIUIIA,
KOTOpBIE COCTOST B JOTOBOPHBIX M HHBIX TPaXXAaHCKO-IIPABOBBIX
oTHomeHusx co Illkonoii-oneparopoM 1Mo BompocaM OKa3aHHs yCIyT B
cdepe oOpa3oBaHus, IPETYCMOTPEHHBIX Y CTaBOM.

4.2 TlepeuucneHHsle CyOBEKTBI UHGOPMaITUOHHBIX OTHOIICHHH
3auHTEpeCcOBaHb! B 00eCIeUeHUH:

KOH(pHAEHIHAIBHOCTH (COXpaHeHHss B TaiiHe) MHGpOpMaLUUd B
COOTBETCTBHUHU C TPEOOBAaHUSIMU POCCUHCKOrO 3aKOHOIATEILCTBA;
JIOCTOBEpHOCTH (TIOJIHOTHI, TOYHOCTH, aJIeKBATHOCTH, LIEJIOCTHOCTH)
UH(pOpMaLIUY;

3alUTHl OT HaBS3bIBAHHMS MM JIOXKHOHN (HEJOCTOBEPHOW, HMCKa)KEHHON)
uHpopMaImu (To ecTh OT Je3uH(pOpMaIiH);

CBOEBPEMEHHOr0 JOCTyma (3a mpuemjieMoe Uil HHUX Bpems) K
HeoOxouMoi UM HHpOpMaLUY;

pasrpaHMueHHs] OTBETCTBEHHOCTH 3a HapyllIeHHs 3aKOHHBIX IIpaB
(uHTEpecOB) MOpPYruX CyOBEKTOB HWHOPOPMAIMOHHBIX OTHOIICHHH U
YCTaHOBJIEHHBIX MpaBUJI 00pamieHus ¢ HHpopMaluei;

BO3MOXXHOCTH OCYIIIECTBJIEHHSI HENIPEPHIBHOIO KOHTPOJISI U yIpaBJIeHus
npoueccaMu 006paboTKH U nepenadyu HHGOpMaIuy;

3alIMThl WHGOpPMAIlMH OT HE3aKOHHOTO €€ THUPAKUPOBAHMA (3aIIUTHI
NEPCOHAIBHBIX JAHHBIX, 3aIHTH aBTOPCKUX INPaB, NMpaB COOCTBEHHUKA
HH(pOpMaIHH).



5 Bo3MoskHBI€ YIPO3bl H YYaCTKH BTOPKEHHS

O6was kraccuduKays yrpos.

1. Yrpo3sl KOHOUASHUHATBHOCTH JAaHHBIX U Mporpamm. Peanusyrorcs npu
HECaHKIIMOHMPOBAHHOM JIOCTYIle K MpOrpaMMmaM, DaHHBIM, KaHajaM CBSI3H, MpH
nepexBare 3JIEKTPOMArHUTHBIX U3ITy4eHHUH, IpH aHaIu3e Tpaduka.

2. VYrpossl LENOCTHOCTH JaHHBIX, MPOrpamM, amnmapatypbl. Peanusyrorcs
Np¥ HECAHKLIMOHHPOBAaHHOM YHHUUYTO)XXEHHHU, MOAUGHUKALUH JIaHHBIX, TIOPOXKIEHUH
(GanbcuOUIMPOBAaHHBIX JAHHBIX, 3afepXKKe M HapyIIeHMHd MaplupyTH3aluu
JIAHHBIX B KaHAJIaX CBA3H.

3. VYrpossl AOCTYIMHOCTH NaHHBIX. Peaqu3yloTcs NpH CO3[aHMU YCJIOBHM,
KOrfa 3aKOHHBIM II0JIB30BAaTENh WM IMpolecC He MOIy4aeT CBOEBPEMEHHOIO
JIOCTyTIa K JAaHHBIM WIH PECypcaM CHCTEMBI, KaHajlaM CBS3H.

6 Iopsiiok NpoBeJeHUsI KOHTPOJILHBIX MEPONPUATHI H AeHCTBHH MO
pe3yJbTaTaM KOHTPOJIsI

KOHTpoib  3aKiioyaercs B  IPOBepPKe  BBINOJNHEHHs  TpeGoBaHMi
HOPMATHUBHBIX JOKyMEHTOB MO 3amuTe MHGOpManuM, a TakkKe B OICHKe
o6ocHOBaHHOCTH M 3(Q¢eKkTuBHOCTH TNpUHATHIX Mep. KoHTpons Moxer
NPOBOJMTECS KOMHUCcHeH, co3nanHoi B Illkone, wiu Ha JIOTOBOPHOM OCHOBE
CTOPOHHMMH OpraHM3allHMsSIMH, NpPH HaIW4YM{ JIMLEH3UH HA JesATeNbHOCTh 10
TeXHUYECKOM 3alUTe KOHPUASHIHAIBHOH HHHOPMALHH.

PemeHe  OCHOBHBIX  BONpocoB  obecmedenuss — 3ammrtel  [1/1n
TIpeyCMaTpHBaeT IIOATOTOBKY KaJpOB, BEIIENEHHE HEOOXOAMMBIX (UHAHCOBBIX U
MaTepHanbHBIX CPEJCTB, 3aKyNKy IPOrpaMMHOTO H allapaTHOro obecredeHus, a
TaKxke, IIpd HeOOXOTUMOCTH, IPHBJICYEHHE CTOPOHHEN OpraHU3aLMH NIPH HATMIHH
munensuii ®CTOK u ©CBb.



Ilpunoxenns k IlonoxkeHuio Mo OpraHM3alM¥ W TPOBEJEHUIO PaboT IO
obecrievyeHnIo Ge30MacCHOCTH IePCOHAIBHBIX NAHHBIX NPU HX 06paboTke B
MH(QOPMALMOHHBIX CHCTEMax MEPCOHANBHBIX AaHHBIX MBOY COIIl Ne 144 r.o.
Camapa SBISIOTCS CAMOCTOSITENIBHBIMH JOKYMEHTaMH M €ro HEOTheMJIEMOM
4acThIO.

Criucok npUIoKeHHiA:

IIpunoxenue Ne 1. TpeGoBanus 1o obecrnedyeHuo Ge3omacHocTH
NEePCOHANBHBIX JaHHBIX IIpH HX 00paboTke B HH(POPMALMOHHBIX CHCTEMAX
nepcoHainbHbIX JaHHBIX MBOY COILLI Ne 144 r.0. Camapa.

Ipunoxenue Ne 2. OnucaHue JOKaJIbHO-BBIYKCIUTENBHON cetd MBOY
COLI Ne 144 r.o. Camapa.

Ipunoxenue Ne 3. Onucanue cocraBa TexHu4ecKux cpeacts MBOY COIlII
Ne 144 r.o. Camapa, y4acTByIOIIUX B 00pabOTKe EPCOHATBHBIX TaHHBIX.

[Tpunoxxenue Ne 4. CBezrenust o nporpaMmHoM obecnieuenun MBOY COIII
Ne 144 r.o. Camapa, yCTaHOBIIEHHOM Ha paboOuYMX CTAHLMAX, YYaCTBYIOIIUX B
00paboTke MepCcOHaIbHBIX JaHHBIX.

IIpunoxenue Ne 5. CBefieHHss © INPOrpaMMHO-TEXHHYECKHUX CPENCTBAX
samutel MBOY COIII Ne 144 r.o. Camapa, yCTaHOBJEHHBIX Ha pabodux
CTaHIUSX, y9aCTBYIOIIMX B 00paboTKe NepcoOHaNBHBIX JaHHBIX.

Ilpunoxenue Ne 6. CBefieHuss 0  MOJNB30BaTeNsAX  CHCTEM  0OmIero
nons3oBanus (COIT) MBOY COLLI Ne 144 r.o. Camapa.

ITpunoxenue Ne 7. PekoMeHaii 1O MCHOJB30BAHUIO TNPOTPAMMHBIX H
annapaTHbIX CpEeACTB 3alluThl HH(OpManuu U obecrnedyeHHo Oe30MacHOCTH
NEPCOHANBHBIX JAaHHBIX NpU HX 00paboTke B HHGOPMALMOHHBIX CHCTEMax
NepCOHANBHBIX JaHHBIX.



IIpunoxenue Ne 1

K ITonoXeHuro o opraHu3anyu 1
IPOBEAEHHIO PaboT 1o obecneueHuIo
0€e30IaCHOCTH NEPCOHAJIBHBIX JaHHBIX
npu ux 06paboTke B MHPOPMALIMOHHBIX
cucTeMax IMepcoOHANBHBIX JJAHHBIX

MBOY COILI Ne 144 r.o. Camapa

TPEBOBAHMUSA
no o6ecnevYeHHIo 0e30NaCHOCTH NEPCOHAIbHBIX JaHHbIX
npu ux o6padoTke B HHPOPMANMOHHBIX CHCTEMAX
nepconajbubix AanHbIXx MBOY COI Ne 144 r.o. Camapa

[lpu opraHu3alMid W OCYIIECTBICHHM 3alllMTHl IEPCOHANBHBIX JaHHBIX
(IT/lH) Heo6XOAMMO pPYKOBOACTBOBATECA TPeOOBAHMAMU HOPMATHUBHBIX U
METOJIMYECKMX JOKyMEHTOB IO 3aluTe HHGOpPMalMd B aBTOMATH3MPOBAHHBIX
cucreMax (MHPOPMALMOHHBIX CHCTeMax IepcoHanbHbIX aaHHbX — WCII/IH),
yunThiBas npu 3ToM, 4to [1/1H, B coorBeTcTBHM ¢ DenepanbHbiM 3aKoHOM OT 27
mtoist 2006 roga Ne 152 — @3 «O mepcoHANBHBIX JaHHBIX» U YKasom IIpe3unenta
P® Ne 188 ot 06.03.97 r., oTHeCEeHBI K KOHOHICHIINATEHOH HHPOPMALHH.

Mepsl 1o obecriedeHHIO 0€30MacHOCTH IMEPCOHANBHBIX AAHHBIX ITIpH HX
o6paboTke

1. Oneparop npu 06paboTKe MEpCOHANBHBIX JaHHBIX O00s3aH NMPHUHUMATh
HeoOXOJMMbIE TIPABOBBIE, OPraHU3alMOHHBIE MW TEXHUYECKHe Mephbl WIH
obecnieyuBaTh MX T[PHHATHE MU 3allUThl [E€PCOHAIBHBIX  JAHHBIX  OT
HENpaBOMEPHOIO WIM CIy4aHHOro JOCTyNna K HHM, YHHYTOXCHHs, M3MEHEHHs,
6J10KMPOBaH¥s, KOMMPOBAHMUS, TIPEIOCTABJIEHHS], PACIPOCTPAHEHUS IEPCOHANBHBIX
JaHHBIX, 4 TAKXKe OT MHBIX HENpPaBOMEPHBIX JICWCTBMA B OTHOIICHHH
NIepCOHANIBHBIX JaHHBIX.

2. ObecrnieyeHue OE30MACHOCTH IEPCOHAIBHBIX HaHHBIX JIOCTUraeTcs, B
YaCTHOCTH:

1) onpeneneHueM yrpo3 0e30MacHOCTH TEPCOHANBHBIX JAHHBIX MNpH HX
06paboTKe B HHPOPMAIMOHHBIX CHCTEMAX IEPCOHANBHBIX IAHHBIX;

2) npHMeHEeHHEM OPTaHH3ALMOHHBIX U TEXHHYECKUX Mep I10 00eCreueHuio
6€30TIaCHOCTH MepPCOHATBHBIX JAaHHBIX IPH HX 00paboTKe B MH(OPMAIMOHHBIX
CHCTEMaX IEPCOHANIBHBIX JaHHbIX, HEOOXOAMMBIX JUIS BBIIIOIHEHHS TpeGoBaHuUM K
3alUTe MEepPCOHAJIBHBIX JIAHHBIX, MCIIOJHEHHE  KOTOpBIX obecrnieuynBaeT
yCTaHOBJICHHBIC [IpaBuTENECTBOM Poccuiickoi denepaunu YPOBHH
3aIUIIEHHOCTH NEPCOHANBHBIX NaHHBIX;

3) DpUMeHeHHeM MpPOIIEJIIMX B YCTAHOBJIEHHOM TOps/ke MpPOLELypY
OLIEHKH COOTBETCTBHS CPEICTB 3aIUThl HHPOPMALHK;

4) omenkoil 3((EeKTHBHOCTH NPHUHUMAEMBIX MEp IO obecrie4eHuIo
Ge30MacHOCTH ~ IIEPCOHANBHBIX ~ JAaHHBIX JIO BBOJa B OKCIUTyaTallHio
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HH(POPMALIMOHHOW CHCTEMBI IIEPCOHABHBIX JAHHBIX;

5) y4eToM MalIMHHBIX HOCUTEJIEH IEPCOHAIBHBIX JaHHBIX;

6) oOHapyxeHueM (aKTOB  HECAaHKIMOHMPOBAHHOIO  JOCTyma K
NIepCOHAJIFHBIM JJaHHBIM U IIPUHATHEM MeED;

7) BOCCTAHOBJIEHHEM IIEPCOHAIBHBIX JaHHBIX, MOAU(GULUPOBAHHBIX HIIU
YHUYTOXXEHHBIX BCJIEACTBUE HECAHKIIMOHMPOBAHHOI'O IOCTYIA K HUM;

8) yCTaHOBIEHHMEM TIPaBMJI JOCTya K I€PCOHANBHBIM  JaHHBIM,
o6pabatbiBaeMbIM B HH)OPMAIIMOHHOM CHCTEME MEPCOHANBHBIX NAaHHBIX, a TaKKe
obecriedeHHEM PpErHCTpallid M ydeTa BCeX JEHCTBHHM, COBEpIIACMBIX C
NEePCOHAIBHBIMA JaHHBIMH B HH(QOPMAIIMOHHOM CHCTEME IEPCOHAIBHBIX TaHHbIX;

9) KOHTpOJIEM 3a NPMHMMAEMbIMHE MepaMH 110 0OecIeueHunIo 6e30nacHoCTr
MEePCOHAJBHBIX JAaHHBIX M YPOBHS 3allUIIEHHOCTH HHQOPMAIMOHHBIX CHCTEM
NIePCOHANIBHBIX JAHHBIX.

[lpu mnpoBeneHun Meponpustuid no 3ammre [[JIH y4uTbBaeTcs, 4TO
MH(GOPMALMOHHbIE PeCypchbl  MOJBEP)KEHBl ~MOTEHLMANBHBIM  BHELUIHMM U
BHYTPEHHUM YIpo3aM, BeAyLIMM K MOTepsAM KOH(HICHIHATbHOCTH, JOCTYITHOCTH
U LIEJIOCTHOCTH HH(GOPMALIMOHHBIX PECYPCOB.

HcToyHUKY yrpo3bl:

— moau (HexoOpOCOBeCTHbIE BHEIIHME W BHYTPEHHHE I10JIb30BATEIN

HWH()OPMALIHOHHBIX PECYPCOB);

— apapum (OIMOKY NOJIB30BaTENs, ONIMOKY aIMHHUCTPATOPA);

— orTka3  anmapatHoro  obecrmedenuss — (OmHMOKM  [POrpamMMHOro

obecniedenns, 0TKa3bl HHAYCTPUAIEHOrO 000pyI0BaHNsA);

— npuponnble (akrTopsl (CTUXUWHBIE GenCTBUsA, acTpodu3MUECcKHe

sIBJIeHYs], OHOJIOTHYECKHUE SBICHHS).

VYTpo3sl YBEeTMYMBAIOT PUCKU GE30I1aCHOCTH, MPE/ICTABIISAIONIHE COOOI:

— HEaBTOPU3MPOBAHHBIN JOCTYII B CETh;

— HeaBTOPM3HPOBAHHOE PACKPBITHE HHPOPMALIUH;

— HEaBTOPHU3UPOBAHHYIO MOJMGHKAIMIO JAHHBIX HIIKH MPOrpaMMHOIO

obecnedyeHus;

— paspymenue QyHKLUH CeTH (HEAOCTYTHOCTb IaHHBIX ¥ CEPBHCOB).

Hanuune pucKoB 6€30MacHOCTH TPeOYIOT BBENEHHS Mep 0e30macHOCTH.
Mepsl 6€30IIaCHOCTH JOJKHBI TapaHTHPOBATh:

— KOH(pUIEHLMAIBHOCTB,

— LeJOCTHOCTB;

— JIOCTYITHOCTH HH(pOpMAaIHK;

— CBOEBPEMEHHOE IOJIy4eHHE OTYETHOCTH;

—  ¢usryecKyto 6e30macHOCTh HHPOPMALHH;

— KOHTpOJIb JOCTyINa K MH(OpMaIuu.
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HudopmanuoHHast 6e301macHOCTb NPeayCMaTPHBAET:

— IpOoLEeNypPHYIO (aAMUHUCTPATUBHYIO U OpraHU3alMOHHYIO

06e301acHOCTB);
— 0e30macHOCTh IePCOHANIa;
— (usnueckyio 6€30MacHOCTB;
— 0€e30macHOCTh CUCTEMEL;
— 0e30macHOCTh KOMMYHHUKALUH.
O6ecrieuenrie OGeszomacHoctd IIJ[H mpu ux obpaborke B MCIIH
JOCTUTAEeTCS TyTeM HCKIIOYEHUs HECaHKIMOHMPOBAaHHOTO, B TOM 4YHCIe
CIly4aHOro JOCTyna K INEepCOHAJIBHBIM JaHHBIM, PE3YJIbTaTOM KOTOPOrO MOXET
CTaTh YHUYTOXKEHHUE, U3MEHEHHe, OIIOKHpOBaHUE, KOIIMPOBAHHUE, PACIIPOCTPAHEHHE
NIEPCOHAIBHBIX JJAaHHBIX, @ TAK)KE MHbIE HECAHKIIMOHMPOBAHHBIE ICHCTBHS.
Meponpusitusi 1o obecrnieduenuto 6ezomacroctd [1/ln  mpoBonsTcs B
3aBUCHMOCTM OT THIIA aKTyaJbHBIX Yrpo3 U YPOBHEH 3allMIIEHHOCTH
nepcoHaNbHBIX AaHHbIX, obOpabatbiBaeMbix B MCIIJIH, ¢ y4eToM BO3MOXHOIO
BO3HHKHOBEHHMsI yrpo3 6e30MacHOCTH JXM3HEHHO BaXXHBIM MHTepecaMm CyObeKTOB
NepCOHANIBHBIX JAHHBIX.
Ilpu obecnedyenun OesonacHoctd IIJIH  mpoBOASTCS MepONpUSATHS,
HarpaBJeHHBIE Ha:
— mnpenoTBpallenre HecaHkuuoHupoBaHHoro nocryna (HCI) x IT/IH u
(unn) mepeayy WX JTMIAM, OPraHU3allKsAM, He MMEIOIIUM [IpaBa JoCTyna
K Takoi uHopmManuy;

— cBoeBpemenHoe ooHapyxeHue daxros HCJL k I1/1H;

— HeJOoIyIleHue BO3/IEHCTBUS Ha TEXHUYECKHe cpencTaa
aBTOMaTH3UpOBaHHOW 00paboTku I1/IH, B pe3yibTaTe KOTOPOro MOXET
OBITH HApPYIIEHO UX (QPYHKIIMOHMPOBAHHE,

— omneparuBHOro pesepBupoBanus nHpopmaimu B UCTT/1H;

— BO3MOXXHOCTb He3aMeUIUTeTbHOTO BOCCTAHOBJICHUS T4,
MOJM(UIMPOBAHHBIX WX YHHUTOKEHHBIX BenencTsre HC/L x Hum;

— NOCTOSIHHBIH KOHTPOJIb 3a oGecriedenreM ypoBHs 3amumenHocty [1/1H.

O6ecnieyenne 6GezonmacHocTd [IJIH OCYIIECTBIAETCS IYyTEM BBINOJIHEHHS
KOMIUIEKCA OPraHW3allHOHHBIX M TEXHHYECKUX MEPONPHSTHH, pealu3yeMbIX B
paMKax CO37IaBaeMOM CHCTEMBI 3allUThI NIepCOHATBHBIX AaHHbIX (C3I1/1H).

Crpyktypa, cocraB u ocHoBHble ¢ynkuuu C3II/lH onpenensiorcs B
3aBHCHMOCTH OT THIA AaKTyalbHBIX Yrpo3 M YPOBHEH 3allMIIEHHOCTH
TepCOHATBHBIX JaHHBIX, 06pabaTsiBaeMbix B ICI1/IH, ncnions3yemsix B Ilkore.

C3I1/lH BKIIOYAET OpraHW3alMOHHBIE MEpbl W TEXHUYECKHME CpeICTBa
3amuThl MHpopMaluH (B TOM 4YHCIe IH(ppOBalbHBIC (xkpunrorpaduyeckue)
Cpe/ICTBa, CPEACTBA NMPENOTBPALIEHUs HECAHKIMOHMPOBAHHOTO NI0CTYTA, YTCHUKH
MHPOPMALMH [0 TEXHUYECKAM KaHallaM, IPOrpaMMHO-TEXHHHECKHX BO3JIEHCTBUH
Ha TexHHYeckue cpenctsa obpaborku II]lH), a TaKKe HCMIONB3yeMbIe B
MH(OPMAIMOHHOM cHcTeMe HH()OPMAIHOHHbIE TEXHOIOTHH.
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Ilox opranmsanueii obecnedenus 6esomacHoctu [1]In mpu ux obpaboTke B
WUCII/IH noHumaercs (GOPMHUPOBAHME COBOKYITHOCTH OCYIIECTBIAEMBIX Ha BCEX
cramusax xusHeHHoro ukia VCIT/IH cornacoBaHHBIX IO LIENH, 3a/1a4aM, MECTY H
BpeMEHH MEpOIPHUSTHH, HalpaBJeHHbIX Ha NPEAOTBPALICHHE (HeiiTpanu3anuio) u
napupoBanue yrpo3 6GesomacHoctu IIJln B WCII/IH, Ha BOCCTaHOBIEHHE
HopmainbHoro ¢ysxiponuposanus HCII{H mocie HeWTpamusaluMd yrpossl, ¢
[1eJIbI0 MUHMMHM3ALMH KaK HETOCPEeICTBEHHOr0, TaK M OIOCPEIOBAHHOTrO yIiepba
OT BO3MOJXKHOI peanm3aluu Takux yrpos. Obecneuenue Gesomactocty I1/lH npu
ux o6paboTke B aBroMaTu3upoBaHHbIX MCII/IH MpOBOIUTCS MyTEM BBINOJHECHHS
KOMIUIEKCA OPraHM3AalMOHHBIX M TEXHHYECKHX MEpONpUSTUH (MPUMEHEHHS
TEXHHYECKUX CPEJICTB), B paMKaX CHCTEMBI (TTOJICHCTEMBI) 3aIlUThI MEPCOHANBHBIX
naHHbIX, passeptbiBaemoii B UICIT/IH B mpolecce ee Co3faHus M MOJICPHU3ALMM.

[lopsinok opranusauuu obecrnedenus GesomacHoctd IIJlH B UCTTIn
npeayCMaTpUBaeT:

— OlLIEHKY 0OCTaHOBKH;

— o6ocHoBanne TpeGoBanuii mo obecredenuro OesomacHoctd I1/lH u

dopmynrpoBanue 3ana4 3amuthl [1/TH;

— paspaboTky mpoekta obecredenus Oe30MacHOCTH IT{1; BBIOOP
11e1eco06pasHBIX  CIOCOG0B (Mep W CPEICTB)  3ALLUTHI [MIla B
COOTBETCTBHHU C 3ala4aMH U ITPOEKTOM 3alUThI;

— pelleHHe BOMPOCOB yIpaBeHHs obecreveHreM Oe30macHOCTH I B
JMHAMHMKE W3MEHEHHs OOCTaHOBKM H KOHTPOJA d(GeKTHBHOCIH
3alUTHI;

— obecreueHue pealu3alyy IPUHATOTO MPOEKTa 3alIUThI;

— I[UTaHHpOBaHMeE MeponpusThi no sammre [1/1H;

— OpraHHM3alMI0 W TPOBEJICHHE PabOT IO CO3/AHHMIO CHCTEMBI 3aILUTHI
nepconaneHeix  jgaHeix  (C3[1Jn) B pamkax pa3paboTKu
(Monepumsauu) HMCIIJlH, B TOM 4Yuclae C  MNpPHBICYCHUCM
CIIeLMAM3UPOBAHHBIX CTOPOHHMX OpraHW3aluid K paspaboTke H
passeprbiBanuio C3I[1J[H wix ee 2/1€MEHTOB B UCIIH, pelieHue
OCHOBHBIX 3a/1ad B3aMMOZEHCTBHs, ONpeeieHHe UX 3a/a4 ¥ QyHKUui
Ha pa3JInYHBIX CTAUAX CO3[aHus U dKCIUTyaTaluu HCII1n;

— pa3paboTKy JOKYMEHTOB, PErjlaMeHTHPYIONIIMX BONPOCHI OpraHM3alliy
obecriedenus 6esonmacuocty [1JIn u sxcrutyarauuu C3I1/1n 8 UCT1/TH.

B uHTepecaX TeXHMYECKOro obecredenus Oe30macHOCTH [T npu HuX
o6paborke B MCIIJIH, B 3aBHCHMOCTH OT Kjacca UH(OPMAIMOHHON CHUCTEMBI
JOJDKHBI OBITH TPOBENEHbl MEPONpPUSATHSA IO 3am|Te OT HCJ x II[{x nopu ux
obpabotke B UCTI/IH.

B cocraB meponpusTuii no 3amure [1/{H mpu ux obpaborke B UCIIIH oT
HCJI 1 HenpaBOMEPHBIX ACHCTBHA BXOAAT CIIEAYIOIIHE MEPOTIPHATHS:

— 3amwura ot HCJI npu 0AHONO/IE30BaTENBCKOM PEXUME obpa6otku [1/1H;

— sammra ot HCJI ipy MHOTOIONB30BATENECKOM PeXuMe 00padoTKH IMx
¥ paBHBIX TIpaBax A0CTYNa K HUM CyOBEKTOB JI0CTYTa;
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— 3amuTa ot HCJI npu MHOromosb30BaTeNnbCKoM pexume oopaborku I1/1H
Y pa3HbIX IpaBax A0CTYIIa;

— 3ammTa “HGOpMaLKH pu MexceTeBoM B3anmoaercTeuu MCIT/IH;

— aHTUBUpPYCHas 3allHTa.

Meponpusituss no 3amure IIJ[H peanusylorcs B paMKax [OACHCTEM:
yHpaBJieHUsl JOCTYTIOM, PErMCTpalliM M Yy4deTa, obecreveHus: IeIOCTHOCTH,
KpunTorpadu4ecKoi 3alUThl, aHTUBHPYCHOM 3aIUATHL.

Meps1 6e3onacHocty I1/IH 1OIKHEI rapaHTHPOBATh:

— KOH(UIESHIMAIBHOCTD;

— LEJIOCTHOCTB;

— IOCTYIHOCTH HH(OpMAIHH.

MeponpusTus 1o obecredeHnIo 6€301acHOCTH NPelyCMaTpHBaIOT:

— yIpaBlIeHHE JIOCTYIIOM;

— PErHCTpalMIO U YYET;

— obecreyeHune LEJOCTHOCTH;

— KOHTpOJIb OTCYTCTBHS HEACKIAPHPOBAaHHBIX BO3MOXXHOCTEH;

— aHTHUBHPYCHYIO 3aIlIMTY;

— obecneueHne 6€30MaCHOr0 MEXCETEBOIO B3aUMOJIEHCTBHS,

—  aHaJIU3 3al{INECHHOCTH.

IMoacucTeMBbl YNPABIEHHS IOCTYIIOM M PErHCTpallMd M ydeTa JOJDKHBI
pealH3oBBIBATECA ~ Ha ~ Oase  IPOrPaMMHBIX  CPEACTB  OJIOKHpOBAHHUS
HEeCAHKLMOHMPOBAHHBIX ~ NEHCTBHMN, CHTHAIM3ALMH M perucrpauud. OTo
crelMaibHble, HE BXONAIME B SAPO KaKOH-THOO ONEpallMOHHOW CHCTEMBI
NporpaMMHBlE W NIPOrpaMMHO-aNNapaTHble — CPeJICTBA  3aIUMTBl  CaMkX
OTIepAllOHHBIX CHUCTEM, JJIEKTPOHHBIX 0a3 JaHHBIX M NPHKIAJHBIX MPOTPAMM.
OHH BBINOJHAIOT (PYHKIMH 3aIUTH CAMOCTOSATENIBHO MM B KOMILIEKCE C IpyTrUMH
CpelCTBAMM 3alUMTHl M HANpaBleHbl HA MWCKIIOYEHHE WM 3aTpy/[HEHHE
BBITIOJIHEHHS OINACHBIX JIeWCTBUM MONIb30BATENS WM HApyIIUTEIs.

CpejcTBa JMATHOCTHKA JAOJDKHBI OCYIIECTBJIATH TECTUpOBaHHE (aiNIoBOMH
CHCTEMBI M 033 IaHHBIX, OCTOSHHBINA c60p HHpopManuy 0 QYHKUHOHHPOBAHUH
5IEMEHTOB MOACUCTEMBI OOecriedeHus 6e30macHOCTH HHPOPMALHH.

CpencTBa yHUYTOXKEHHS NpEJHA3HAYEHbl JUISL YHUYTOXEHHMS OCTaTOYHBIX
JaHHBIX U JOJDKHBEI IpeyCMaTpUBaTh aBapMHHOE YHUYTOXXEHHE JIaHHBIX B CllyHdae
yrposs HecankuuonuposanHoro joctyna (HCJL), koropas HE MOXeT OBITH
OJIOKHPOBaHA CUCTEMOM.

CpencTBa  CHTHANM3alliM  TPEJHA3HA4YeHBI VI MPEAYNPEXKICHHUA
orepaTopoB (IoJb30BaTesel) Npy WX OOpaIleHHH K 3allMIIAEMBIM JaHHbIM 1 LA
TpeIyNpexeHNs. aIMHHICTPaToOpa NMpU OOHAPYKEHUHU dbaxra HCJl, nckaxxeHun
MPOTPAaMMHBIX CPEJICTB 3allUThl, BBIXOJE HIM BBIBOJE M3 CTPOs alIapaTHBIX
CpeiCTB 3alMTHl M O JPyrux (akrax HapylIeHHs [IITATHOrO PpexuMa
(GYyHKLIMOHUPOBAHUS.
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[loncucrema o6ecriedenus 1ENOCTHOCTH JOMKHA GBITh peann3oBaHa
ONEPAllMOHHBIMK CHCTEMaMH M CHUCTEMAaMH YIpAaBJIE€HHS 0a3aMud JaHHBIX.
Cpeacrtsa  moOBBIIEHMSI  JOCTOBEPHOCTH M 0GECleYeHMS  ILIeJTOCTHOCTH
NIepeflaBaéMbIX  JaHHBIX M HAJeXHOCTH TPaH3aKLUHMH, BCTpaUBaeMble B
OINEPAllMOHHBIC CHCTEMBI U CHUCTEMBI YNpaBlIeHHs 6a3aMM JaHHBIX, OCHOBAaHbI Ha
pacdere KOHTPONBHBIX CYMM, YBEIOMIEHHH O c0oe B mepenade makera
Co00IIeHH s, TOBTOpPE Mepeavyu He NPUHATOTO MAKeTa.

IloncucreMa KOHTPOJNSA OTCYTCTBHS HENEKIAPMPOBAHHBIX BO3MOXHOCTEH
A0/DKHA peAIU30BbIBATECS Ha 0ase CHCTEM ynpaBlieHHs 6a3aMu JaHHBIX, CPEICTB
3alUThl HHOPMALIMH, AHTUBUPYCHBIX CPE/ICTB 3aIUTH HHPOPMALHH.

Jlns  oCyllecTBIEHHsI pa3sTpaHMYEHHs JOCTYNa K HH(OPMALMOHHBIM
pecypcaM TpH MEXKCETEBOM B3aMMOIEHCTBHU JOJDKHO NPHUMEHATHCS MEXKCETEBOE
SKpaHUPOBAHWE, KOTOPOE pealu3yeTcss NPOrpaMMHBIMH W/WIM TPOrPAMMHO-
alnapaTHeIMH  MEXCETeBBIMH dKpaHamu (MD). MexceTeBol 5KpaH HOIKEH
YCTaHaBIMBATBCS MEXAY 3allMINAEMOH CEThIO, Ha3bIBAEMOW BHYTpEHHell, W
BHEILIHEH CeThi0. MeXceTeBoil 3KpaH NOJDKEH BXOIWTH B COCTAB 3aLIMINAEMOi
cetu. [Ipu ero HacTpolike OTJENBHO 3aJaI0TCsl IPaBHIIa, orpaﬂnqnsa}omue JOCTYTI
U3 BHYTPEHHEN CETH BO BHEIIHIO U Ha0060pOT.

Iloxcucrema ananu3a 3allUIEHHOCTH JOJKHA PEaTM30BBIBATHCS HA OCHOBE
HCTIOJIb30BaHMs CPEACTB TECTHPOBaHHWs (aHAlIW3a 3alUINEHHOCTH) W KOHTpPOJIS
(aynura) Ge3onacHoCcTH HHGOPMALIHH.

Ui paspaGoTKM M OCYIIECTBIEHHS MEPONPHATHH M0 06eCIeYeHunIo
6e30MacHOCTH NEepCOHANBHBIX JAHHBIX NPH UX 06paboTKe B UH(POPMALUOHHOK
CHCTEME Ha3HAYaeTCsl CTPYKTYpHOE MOApa3/ie]ieHHe WM JOKHOCTHOE JIMIO
(paboTHHK), OTBETCTBEHHBIE 3a obecredyeHHe Oe30NacHOCTH IIEPCOHAJIBHBIX
J@HHBIX B HHPOPMALIMOHHBIX CHCTEMAX NEPCOHANBHBIX JAHHBIX.

Jluua, nOCTYNm KOTOpBIX K NEPCOHAJBHBIM JaHHBIM, 06paGaTHIBAEMBIM B
MHQOPMAaUMOHHOH ~ CHCTeMe, HEOOXONMM Ul  BBIMOJHEHHS  CIyXKeGHBIX
(TpyHOBBIX) ~OOS3aHHOCTEH, JODKHBI JOIyCKAaThCS K  COOTBETCTBYIOLUM
NE€PCOHATIBHBIM JIAaHHBIM Ha OCHOBaHMH YTBEPXKIEHHbIX llepedHeil NOMmKHOCTHBIX
JIUII, JOIYIIEHHBIX K paboTe ¢ NepCoOHaIbHBIMH JaHHBIMHU.

3anpocel monb3oBaTeNeidl MHQOPMALMOHHOW CHCTEMBl HA IOTyYeHHe
NEpCOHAIbHBIX JAHHBIX, BKIIFOYAs JIMII, YKa3aHHBIX B YTBepXKAEHHBIX [lepeunsx
JOJDKHOCTHBIX JIMII, @ TakXKe (aKThl NIPeIOCTaBIEHHs IEPCOHATBHBIX JAHHBIX IO
STUM 3a1IpocaM JIOJDKHBI PErHCTPUPOBATLCS aBTOMATH3MPOBAHHBIMU CPEICTBAMU
MH(QOPMALMOHHOM CHCTEMBI B 3NIEKTPOHHOM JXypHaie obpaienuit. Conepxane
3JIEKTPOHHOTO XKypHaia obpareHwHit NEepUOTUIECKH npoBepsieTCs
COOTBETCTBYIOIUUMHU JOJDKHOCTHBIMH JuuamMu (paboraukamu) Ilkoasl wiu
YIOJTHOMOYEHHBIMH JIULIAMH.

[Ipu obHapy)XeHWH HapyIIeHHH NOpsAAKAa MPENOCTABIEHHS MEPCOHATBHBIX
JaHHbIX  IIIkoibl  yNOJHOMOYEHHBIE JIMIA@ JO/DKHBI  HE3aMeIUTE]bHO
IPUOCTAHOBUTL  IPEAOCTABICHHE MEPCOHAIBHBIX JAHHBIX  I10JIE30BATENSIM
MHPOPMAIIMOHHOW CHCTEMB! 1O BBISBICHHS NPUYMH HAPYLIEHWH W YCTpaHEHHs
9THX NPUYUH.
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IIpu XpaHeHHMH MaTepHATbHBIX HOCUTENEH WH(OPMALHMH C NepPCOHANBHBIMH
NaHHBIMA (MM Apyroii  KoHOWIEHIMANbHOM  HH(bOpMaluei)  HOIDKHBI
coOMI0IaTECs yCIOBHs, 00EeCTIeYHBAIONIIe COXPAHHOCTh EPCOHATBHBIX IAaHHBIX
HCKIIOYAIONIAe HEeCaHKIMOHMPOBaHHBIH K HHMM JocTyn. [lepedeHb Mep,
HEOOXOAUMBIX AJIsl 0OecreYeH s TaKUX YCIOBHH, MOPAJOK UX MPHHATHS, 8 TaKkKe
TiepeyeHb JIML, OTBETCTBEHHBIX 3a PEATU3allMI0 YKa3aHHBIX Mep, yCTaHaBIIMBAIOTCA
OTHENBHO.
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